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The Yin-Yang-Yong of Business Interoperability
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Secure and Reliable Exchange 
of Business Documents via Internet
between Customers and Suppliers 

of Pulp- and Paper Products
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Users of papiNet (Selection)
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papiNet covers different sectors of the paper supply chain.
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papiNet Standard Other Vertical Standard
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No ERP, or no business case for B2B

Banking, Insurance, Logistics

Horizontal Standard
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papiNet Users and Ponton X/P –
A typical 3-Corner Relationship
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Elektronischer Austausch und Abgleich 
von Handelsdaten für Europäische Energieunternehmen

EFETnet – Well Connected
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EFETnet Users & expected Users (as of June 2006)
Status of EFETnet

18 companies live or with projects started 14 following 
developments
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EFETnet Example: How does Energy Trading work?

Deal negotiated by phone 
or arranged by broker

1

Trader Trader

Broker

ETRM System
(Electronic Trade &
Risk Management)

ETRM System
(Electronic Trade &
Risk Management)

2 Deal data is transfered 
to ETRM Systems

Back-office Staff
Checks & approves3

4 Classic solution: 
Trade Confirmations are exchanged by fax

5
Faxed data is matched against ETRM data

Manual work, media breaks, typos, high risk COST
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EFETnet Example: How does Energy Trading work?

Deal negotiated by phone 
or arranged by broker

1

Trader Trader

Broker

ETRM System
(Electronic Trade &
Risk Management)

ETRM System
(Electronic Trade &
Risk Management)

2 Deal data is transfered 
to ETRM Systems

Back-office Staff
Checks & approves3

EFET Box EFET BoxebMS 2.0 ebMS 2.0

XML XML

New solution: Standardised exchange 
of XML documents using ebXML



- 11 -2006 Presentation of EFETnet

Electronic Confirmation Matching 
(Screenshots)
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Trading OrganisationTrading Organisation

Borderline of the EFETnet Software

Internet

EFET 
Box

EFET 
Box

ETRM
System

Match/
DispatchIn Out

ETRM
System

InOut
Audit Trail

CNFs

Archive

Audit Trail
CNFs

Archive

EFET Box+ architecture and development

Match/
Dispatch

Trading Organisation

Trading Organisation

Trading Organisation

Trading Organisation

.

.

.

.

.

.

.

.

.

.

.

.

Same Communication Infrastructure
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Next steps in standardisation

Next Steps:
• Commodities 
• Spanish Swaps
• Electronic Position Matching
• Nominations
• EUA Registry related process
• Settlement / Clearing
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Typical Standardisation Projects

Typical Standardisation Projects

The Art of Interoperability

ebXML as „the Yong“

Future Developments
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The ad-hoc Response to Absense of Standards:
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„Yin-Yang-Yong“ - B2B Integration requires
harmonisation of processes, data formats, and 
protocols.

Ponton Consulting
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standardised

The main benefits of B2B integration are realized with a 
common standard for complete interoperability.

Hub

Model 1: 
„Spaghetti Communication“
- No Standard
- Messaging Software Standard
- No Hub
- # Converters = # Participants x N

Model 2:
„Central Hub“
- Document Standard
- Messaging Software Standard
- Hub
- # Converters = No. Participants

Model 3:
„Full Standardisation“ / “Yin/Yang/Yong”
- Document Standard
- Interoperable Software
- No Hub
- # Converters = # Participants

- High investment
(many converters)

- High integration costs
(no document standard,
one adaptor only)

- Low transaction costs
(no Hub) 

- High investment
(central SW / Org.)

- Low integration costs
(Hub operator takes care)

- High transaction costs (Hub)

- Low investment 
(shared SW costs)

- Low integration costs
(document standard, 
one adaptor only)

- Low transaction costs
(no Hub)

+

-

-

+

-

-
+

+

+

But:
If centralisation is inevitable, a hub 
is the only solution
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What to standardise for a successful sector-wide 
integration?

% of standardised Aspects0% 100%

Integration 
Cost Reduction

€€€

0 €

Agreed Document Format
Agreed Business Processes

(„Yin & Yang“)

„... Let‘s use HTTP or Email!“

EDIFACT, AS1, AS2, etc.

„Let‘s use ebMS2.0“

Agreed ebXML Profile...

... + application-level profile

Same Implementation 
everywhere...

„Let‘s use Web Services!“

Legal & org. 
Project Conventions
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Organisation of EFETnet

Energy Trading
Organisation

Energy Trading
Organisation

.  .  .

EFETnet BV, Amsterdam
- Central license owner
- Standardisation body (yin, yang, yong)
- Forum for decision making
- Central marketing platform (efetnet.org)

EFETnet BV, Amsterdam
- Central license owner
- Standardisation body (yin, yang, yong)
- Forum for decision making
- Central marketing platform (efetnet.org)

Energy Trading
Organisation

Membership
Local 

IT Service 
Provider

Local 
IT Service 
Provider

Local 
IT Service 
Provider

Integration /
SW Development

Ponton

Transfer of sector-wide license
Billing of central support

Direct software 
and integration 
support

Low internal
Mainenance
cost

Low overhead of 
central organisation

Fixed support cost
Low share per 
Trading org.
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Typical Standardisation Projects

Typical Standardisation Projects

The Art of Interoperability

ebXML as „the Yong“

Future Developments
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Just some examples...

Public Health Information Network (PHIN, www.cdc.gov/phin) in the USA: Use of 
ebXML for the communication between business partners in the health sector.

UK National Health Service (Project NPfIT). The National Programme for IT, 
which is being delivered by the new Department of Health agency NHS Connecting for 
Health. Over the next ten years, the National Programme for IT will connect over
30,000 GPs in England to almost 300 hospitals and give patients access to their
personal health and care information, transforming the way the NHS works. 

ebXML-based e-health Infrastructure of the Norwegian public health 
insurance.

UK Tax- and Customs Authorities. Use OASIS Tax XML and ebXML

For more see, e.g.: http://www.ebxml.org/case_studies
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ebXML components

Message Services (ebMS)

• The operational workhorse for the exchange of messages

Collaboration Protocol Profile & Agreements (CPA / CPP)

• To describe communication capabilities of business partners (CPP) and the agreed parameters 
for bilateral communication (CPA)

Business Process ( BPSS )

• To define roles, rules, payload document types and the process flow

Registry Services / (RegRep / RIM)

• The central location where CPPs of business partners are stored

Core Components (CCTS / UBL)

• A standard set of XML document components that can be re-used for the standardisation of 
vertical XML Schemas

Compared with other communication protocols (http, smime, AS1, AS2 etc.),
ebXML standardised the complete business integration and collaboration process

We will focus on this
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Commercial Phases and their ebXML Support

1 Registration

Party 1 Registry Party 2

2 Discovery

3 Agreement

4 Document
Exchange

CPP
(P1) CPP

(P1)
CPP
(P2)

CPA
(P1+2)

CPACPA
OK?

ebMS ebMS
xml xml

Transfer
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ebMS 2.0 Interoperability Goals

1. Support an arbitrary number of code types to 
identify business partners

2. Retry transfer X times after Y seconds ebXML 
RetryInterval

3. Allow for transparently using transport protocols
such as http(s) or smtp / smime

4. High-level configuration of transport protocols in 
the CPA

5. Persistent storage of payload, signatures, etc.
6. Sign payload document XML Signature

7. Document encryption

8. Standardisation of MIME structure and character 
encoding

9. Synch vs. Asynch communication mode

10. Ping / Pong service for standard way of connection
testing

11. Avoid multiple delivery in case of re-sending
ebXML duplicate elimination

12. Reliable communication: Allow for ebMS- level 
acknowledgements 

13. Avoid non-repudiation of receipt Signed 
Acknowledgement

14. Standard list of error codes

ebMS ebMS

doc

Application
Software

Application
Software

Business Partner 1 Business Partner 2

6 7

14 13

11
1 2

9

4

CPA

12

3

5

10
8

4

CPA

5
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ebXML 2.0 Message Service Envelope Structure

Transport Envelope (SMTP, HTTP, ...)

MIME Part SOAP-ENV: Envelope (MIME Attachment)

SOAP-ENV: Envelope (XML)

SOAP Header Document (XML)

ebXML:Header (XML)

MIME Part(s)

ebXML Payload Envelope (XML)

Purchase
Order.xml

Purchase
Order.edi Blob.xyz Image.jpg . . .

SOAP Body Document (XML)
ebXML:Manifest (XML)

. . .
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ebXML Header Example

ebXML Header Example
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Processing of an XML Document for ebXML Transfer

xixoxioxixoox
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<...>
</...>
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Payload
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Sender Organisation

DMZSecure Zone

Fi
re

w
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l

Receiver Organisation

Security Aspects for Integration

Messenger MessengerListener
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A
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ebXML

ebXML vs. other Communication Protocols

Low-level Transport (TCP / IP), via Internet, VPN, or dial-up line

HTTP / HTTPSSMTP / SMIME FTP

AS2AS1 AS3

Data communication layer
(with optional security features) 

Transport Protocols
(with optional security features) 

Routing & Attachment standards, 
document-level security

High-level handshake,
Process & conversation
paradigm

+

+

+
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ebXML vs. other
Comm. Standards

Transport Protocols
(with optional 

security features) 

High-level security
and processing

features

On Top
Of:

SMTP SSMTP FTP SFTP HTTP HTTPS
Security
 Encryption None Only between 

sender and local 
server if 
supported.

None Yes None Yes

 Authentication Only between 
sender and 
local server if 
supported.

Only between 
sender and local 
server if 
supported.

Optional 
(Cleartext)

Optional Optional 
(Cleartext)

Optional

Synchonous Transmission No No Yes Yes Yes Yes
Firewall issues Only connection 

to mailserver 
required

Only connection to 
mailserver 
required

Direct connection 
from sender to 
receiver required. 
Proxies may not 
support ftp.

Direct 
connection from 
sender to 
receiver 
required. Proxies 
may not support 
ftp

Normally 
allowed. Proxy 
servers 
supported.

Often allowed. 
Proxy servers 
supported.

ODETTE FTP AS1 AS2 AS3 ebXML
Security (Message)

 Encryption None Optional (S/MIME) Optional (S/MIME) Optional (S/MIME)

Optional (XML Encryption, 
S/MIME, any application level 
encryption)

 Message Integrity (Signing) None Optional (S/MIME) Optional (S/MIME) Optional (S/MIME)

Optional (XML Signature, 
S/MIME, any application level 
integrity checks)

 Authentication Yes Optional Optional Optional Optional

Non-Repudiation Yes Optional (MDN) Optional (MDN) Optional (MDN)
Optional (ebXML 
acknowledgements)

Supported Transport Protocols FTP, SFTP SMTP, SSMTP HTTP, HTTPS FTP, SFTP
SMTP, SSMTP, HTTP, 
HTTPS, FTP, SFTP

Firewall issues?

Direct connection from 
sender to receiver must be 
allowed. Special Port (3305 
- odette-ftp) See SMTP, SSMTP See HTTP, HTTPS See FTP, SFTP

See SMTP, SSMTP, HTTP, 
HTTPS, FTP, SFTP

Reliable messaging

  Response handling
Simple ack that file has 
been received or not.

MDN with detailed 
processing results

MDN with detailed 
processing results

MDN with detailed 
processing results

ebXML acknowledgement with 
detailed processing results

   - Response required Yes Optional Optional Optional Optional
   - Signed response No Optional Optional Optional Optional
   - Synchronous response Yes Not supported Optional Not supported Optional

  Retry handling
Restart of tranfers 
supported. Not defined

Technically supported, 
but implementation Not defined Defined

  Time-to-live of messages Not supported Not supported Not supported Not supported Supported
  Duplicate elimination Not defined Not defined Recommended Not defined Supported
Auditing and traceability Yes Yes Yes Yes Yes
Timestamps in messages No Yes Yes Yes Yes
Message Routing No No No No Optional (Multihop)
Partial Transmission No No No No No
Message Prioritisation No No No No Optional (Message ordering)
Scalability Implementation specific Implementation specific Implementation specific Implementation specific Implementation specific
Defined profile and agreement No No No No ebXML CPP + CPA
exchange No No No No ebXML Registry
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ebXML vs. Web Services

ebXML

Web Services 
for XML Message

Web Services 
for RPC

Reusable 
Components

SOAP/HTTP ebXML

WS

SOAP/HTTP 

ORB

WS

SOAP/HTTP 

Typical access via: 

Small A2A 
Integrated 
Apps

Homogeneous 
Application

WS

B2B Market, 
Global Multi-
enterprise ebXML

Application Arena Communication Approach

WS

Coupling /
Security /

Granularity

Tighter /
Limited /
Lower

Looser /
Extensive /
Higher
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Any Questions?
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Typical Standardisation Projects

Typical Standardisation Projects

The Art of Interoperability

ebXML as „the Yong“

Future Developments
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Today‘s Situation beyond the circle of trading
organisations: No Yin, no Yang, no Yong

Clearing Center

Re
gi

st
rie

s

Tra
de

rs

Exchanges

TSOs

Spaghetti 
Communication

Development Strategy of the EFET Box
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„The network is the Computer“
(Sun Microsystems, ca. in 2000)

Clearing Center

Re
gi

st
rie

s

Tra
de

rs

Exchanges

„The Network is
The Computer“

TSOs

Sphere of
Standardisation

Development Strategy of the EFET Box
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Unified User Interface

Today’s EFET Box vs. Future Design

EFET Box

Today: Only eCM

EFET Box 4.0 Framework

Tomorrow: Support the full Deal Live Cycle

eCM ePS ESS ...

Base Component Optional Component

Development Strategy of the EFET Box
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Example: Aggregated ePS match result

t
1     2      3      4     5      6     7      8      9      10  11     12    13    14    15    16    17     18    19    20   21     22    23    24    25    26    27    28    29    30     31

May 2006, power, RWE vs. Sempra

Click!

Future Directions for EFETnet
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Trade #4711, ...

Detailed ePS mismatch analysis

t
1     2      3      4     5      6     7      8      9      10  11     12    13    14    15    16    17     18    19    20   21     22    23    24

May 17th, 2006, power, RWE vs. Sempra

... ...

Trade #54321, ...

Trade #78546353, ...
(Missing @RWE)

Click!

Future Directions for EFETnet
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„Plug and Play“ for all communication partners of the 
energy trading world

ETC...

Re
gi

st
rie

s

Tra
de

rs

Exchanges

„The Network is
The Computer“

TSOs

Development Strategy of the EFET Box
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Further Outlook

CO2 Registry Integration

TSO Scheduling / Minute Reserve

Energy Market Ecosystem for Communities ( Uni Karlsruhe)

eInvoicing 

...
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Conclusions

Yin-Yang-Yong: Business Interoperability is more than just IT

Network Economy: 
• Find a crystallization point, 
• Drive standardisation as far as possible,
• then fine-tune the economic parameters
• – and let the system grow!

Very important: 
• There is nothing better in business than an intelligent customer!


